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Abstract

The development of information and communication technology in the digital age has
brought significant changes to various aspects of human life, including the emergence of a
new form of technology-based crime: cybercrime. This study aims to analyze criminal
liability in cybercrime and identify the limitations of Indonesian criminal law regulations in
addressing cybercrime. The study employs a normative legal research method using a
literature review approach. The findings indicate that although Indonesia has established
a legal foundation for criminal liability through the Criminal Code (KUHP) and the Law on
Information and Electronic Transactions (UU ITE), the effectiveness of law enforcement
remains hindered by scattered regulatory limitations, the continued existence of legal gaps
regarding certain forms of cybercrime, inconsistencies between the Criminal Code and the
Electronic Information and Transactions Law, weaknesses in the regulation of electronic
evidence, as well as limitations in human resources and digital forensic infrastructure. This
study concludes that strengthening criminal liability for cybercrime requires a more
comprehensive reform of criminal law, regulatory harmonization, enhanced technical
capacity of law enforcement agencies, and strengthened international cooperation to
address the transnational nature of cybercrime.
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Abstrak
Perkembangan teknologi informasi dan komunikasi di era digital telah membawa
perubahan signifikan dalam berbagai aspek kehidupan manusia, termasuk munculnya
bentuk kejahatan baru yang berbasis teknologi, yaitu cybercrime. Penelitian ini
bertujuan untuk menganalisis pertanggungjawaban pidana dalam kejahatan siber serta
mengidentifikasi keterbatasan regulasi hukum pidana Indonesia dalam menangani
cybercrime. Penelitian menggunakan metode penelitian hukum normatif dengan
pendekatan studi kepustakaan (library research). Hasil penelitian menunjukkan bahwa
meskipun Indonesia telah memiliki dasar yuridis pertanggungjawaban pidana melalui
KUHP dan Undang-Undang Informasi dan Transaksi Elektronik, efektivitas penegakan
hukum masih terhambat oleh keterbatasan regulasi yang tersebar, masih adanya
kekosongan hukum terhadap beberapa bentuk cybercrime, ketidakharmonisan antara
KUHP dan UU ITE, kelemahan pengaturan pembuktian elektronik, serta keterbatasan
sumber daya manusia dan infrastruktur forensik digital. Penelitian ini menyimpulkan
bahwa penguatan pertanggungjawaban pidana dalam kejahatan siber memerlukan
pembaruan hukum pidana yang lebih komprehensif, harmonisasi regulasi, peningkatan
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